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Through my experience with freelancing in technical positions, I have discovered that many 

people are not aware of the dangers of malicious software or that they are able to remove most with 

software available for free online. In this writing I will guide you through the steps that I normally take 

when removing such software from an infected computer running Windows, primarily focusing on 

making it easy to understand for a person unfamiliar with the subject. 

 

Computer Security Terminology 
 

Before we begin, it is beneficial to learn a few basic terms used in computer security. Three of 

the most common malicious software types that an average user will come in contact with include 

rootkits, Trojan horses, and potentially unwanted programs. While there are other categories of viruses 

and many legitimate programs that can be used for nefarious purposes, such as remote administration 

tools and key loggers, there is a smaller chance that a person will become infected by them while 

traversing popular websites. 

Rootkits are programs that attempt to obtain full access to the file system, often by using security 

vulnerabilities, other malicious software, or social engineering. Once it obtain access, it will often 

attempt to hide itself from view by disabling key features of the operating system and dodging antivirus 

attempts to scan. Some will also attempt to repair themselves if a section is removed. Rootkits often 

combine multiple malicious software to achieve its goal. 

A Trojan horse is a program that attempts to disguise itself by making it appear as if it were a 

legitimate program. It’s common to see a Trojan horse appear as a system process in an attempt to 

confuse a user. It is also commonly a part of rootkit programs. 

Potentially unwanted programs, while sometimes providing a service that may be beneficial to 

the user, will often attempt to gather information about the user to sell to third parties. Under normal 

conditions, a user will obtain these from downloading software from sites that were not the original host 

of the program, malicious advertisements, or through legitimate software which bundles it in order to 

gain revenue. They will often create annoyances for the user, compromise their privacy, and make their 

computer more vulnerable to other malicious attacks. 

 

Removal Process 
 

Disclaimer 

 

For this guide, it is essential that you have Administrative rights for the infected computer. 

Without it, you will be unable to edit most operating system settings or install programs. One way to see 

if you have administrative rights is by entering the Control Panel and selecting “User Accounts” or 

“User Accounts and Family Safety” depending on what operating system you’re running. Next, select 

“User Accounts” again. Your current account will appear with details on the account. If your account 

has administrative rights, it will be displayed here. 

 Depending on the User Account Control level set in Action Center, you may be prompted with a 

dialogue box when attempting to run the software. You must press “Okay” to continue. As you have to 

manually change this option and it’s impossible to capture pictures of it using computer software, this 

feature will not be mentioned elsewhere in the guide. 

Because Windows XP is no longer officially supported by Microsoft, this guide will be oriented 

around Windows Vista, 7, 8, 8.1, and 10. 



 

 

Programs 

 

Rkill (Bleeping Computer, LLC) 

 http://www.bleepingcomputer.com/download/rkill/dl/11/ 

We will be using the iExplore.exe version in this guide. It is renamed after the Internet Explorer 

process to help prevent malware from attempting to block it. 

TDSSKiller (Kaspersky Lab) 

 http://media.kaspersky.com/utilities/VirusUtilities/EN/tdsskiller.exe 

CCleaner (Piriform Ltd) 

 https://www.piriform.com/ccleaner/download/standard 

Malwarebytes (Malwarebytes) 

 https://downloads.malwarebytes.org/file/mbam_current/ 

 We will be using the free version of this program. 

Kaspersky Virus Removal Tool (Kaspersky Lab) 

 http://devbuilds.kaspersky-labs.com/devbuilds/KVRT/latest/full/KVRT.exe 

Junkware Removal Tool (Malwarebytes) 

 http://downloads.malwarebytes.org/file/jrt 

Adwcleaner (Xplode from BleepingComputer.com) 

 https://toolslib.net/downloads/finish/1/ 

RogueKiller (Adlice Software) 

http://download.adlice.com/RogueKiller/RogueKiller.exe 

 

You will need to download and save these programs on an external media device (CD, flash 

drive, etc.) or in a location that is easy to reach. We will be frequently visiting this location throughout 

this guide.  

 

Please refer back to the location that you saved the programs after each section of this guide. 

You will find the next program that we will run in this folder. 

 

Windows Safe Mode 

 

 To begin, we need to boot the computer into Windows Safe Mode. This will restrict most 

software that is not necessary to the operating system’s operation from loading, restricting the ability for 

the majority of malicious programs to load. 

 

Start by pressing both the Windows key and “R” key on your keyboard at the same time while on your 

desktop. This will open a Run prompt. Now type “msconfig” and press enter.  
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In the program opened, select the “Boot” tab. It will be the second tab from the top left of the program. 

 

 
 

Under “Boot options”, select the box that says “Safe boot”. This will force Windows to load into Safe 

Mode with Networking during the next boot cycle. At the bottom right of the program select “OK”.  

 

 
 

The program will close and you will be asked if you would like to restart your computer now. Select 

“Restart”. 

 

 
 

After you have logged back into your account, insert your external media drive or go to the location that 

you installed the programs. 



Rkill 

 

 Developed by Bleeping Computer LLC, Rkill is a program that attempts to stop any malicious 

programs that may have gotten through Windows Safe Mode. We downloaded the iExplore.exe version 

in order to trick malicious programs that monitor for the activation of the original Rkill.exe program. 

 

Begin by double clicking “iExplore” to run the program. This will open a command prompt describing 

the actions it takes. You do not need to worry about the programs that it terminates. Malicious services 

will be removed by other programs later on. 

 

 
 

Once it has finished, a new screen will open. Press “OK”. 

 

 
 

A text document will open describing the actions that the program has taken. You may close this screen. 

There will be a new document on your desktop labelled “Rkill” or “Rkill.txt”. You may delete this. 

 

The next program that we will use is Kaspersky’s TDSSKiller. 

 

 



TDSSKiller 

 

 Originally designed to remove a rootkit known as TDSS, Kaspersky Lab’s TDSSKiller has 

evolved to combat many other forms of rootkits.  

 

Begin by running the program “tdsskiller”. you will be asked to agree to two terms and conditions 

forms. After reading through them, select “Accept”. 

 

 
 

Depending on the version that you have downloaded, you may be asked to update the program. As we 

are running without network connectivity, select “Continue”. 

 

 
 

Once the program has loaded, select “Start scan”. 

 

 
 

Once the scan finishes, it may ask you what action you would like to take to remove detected objects. If 

it does, it is best to use the default settings for this. Select “Continue”. You may now close the program. 

 



The next program that we will use is Piriform’s CCleaner. 

 

CCleaner 

 

 CCleaner is developed and maintained by Piriform Ltd. It is used to remove temporary files from 

a computer. Malware that downloads itself after visiting a website will often be located in your 

temporary files. 

 

Begin by running the program “ccsetup*”. The file will include different numbers at the end depending 

on the current version of the software. You will be greeted with an installation wizard. By installing this 

you automatically agree to their terms and conditions. Start by clicking “Next”. 

 

 
 

You will be asked to select additional installation options for the program. By default, all options are 

selected. Unselect both that add additional options to the Recycle Bin and automatic update checking. 

Select “Next”. 

 

 
 

 

 

 

 

 

 

 



Next, it will ask you if you’d like to install Google Toolbar along with CCleaner. Unselect this option 

and select “Install”. 

 
 

After it installs, you will be asked if you would like to open the program and view the release notes. 

Unselect the latter and press “Finish”. 

 

 
 

Once the program launches, select “Run Cleaner”.  

 

 



You will be warned that it will permanently delete the files from your system. Select “OK”. 

 
 

 
 

Once it finishes, select “Options” on the left side of the screen. Now, select “Monitoring”. Unselect 

“Enable system monitoring” first, then unselect “Enable Active Monitoring”. After doing so, a screen 

will appear warning against it. Continue by pressing “Yes”. 

 

 
 

 
 

The next program that we will use is Malwarebytes’ Malwarebytes Antivirus. 

 

Malwarebytes 

 

  Malwarebytes is a security program developed by Malwarebytes. It offers a free and paid version 

of its program. The free version that we will be using allows us access to their excellent malware 

database and removal techniques but will not constantly protect the computer from viruses. It does not 

provide active scanning, though, and will only work after you’re infected. 

 



Begin by running “mbam-setup-*”. The file will include different numbers at the end depending on the 

current version of the software. We are asked what language we would like the program to be in. We 

can safely press “OK” and continue. 

 

 
 

The next screen will ask us to close other programs and temporarily disable our antivirus software. As 

we’re in safe mode, this will not be a problem. Select “Next”.  

 

 
 

The next two screens will ask us if we agree to their terms and conditions and provide update 

information. On the first, select “I accept the agreement” and then “Next”. On the second, select “Next”. 

 

 
 

 

 

 

 

 

 



The next two screens will provide the ability to change the location of the program and if a Start Menu 

icon is added. Unless you would like to change these, you can safely press “Next”. 

 

 
 

The next screen is an overview of the options that you have selected. If you have made any changes to 

the default settings, you may review your options here. After you are finished, select “Install”. 

 

 
 

Once it is finished installing, it will ask if you would like to enable a free trial period of the paid version. 

If you currently use another antivirus program, do not select this. It may interfere with your current 

software. Now select “Finish”. 

 

 
 



After the program launches, select “Scan” at the top of the screen. It will launch a screen with three 

options. Here, select “Custom Scan”. To continue, select “Configure Scan”. 

 

 
 

On this screen, you are able to select what the scan will search for. To the left of the screen “Scan for 

Rootkits” will be disabled by default. Select this. Near the middle of the screen will be a list of the 

drives currently connected to your computer. If you are unsure which of these need to be selected, you 

may select all of them. Now select “Scan Now”. 

 

 
 

This scan may take a while to finish. After it does, you may be presented with a screen detailing the 

items that Malwarebytes has detected. Select “Remove Selected” and wait for the items to be removed. 

 



The next program that we will use is Kaspersky’s Virus Removal Tool. 

 

Kaspersky Virus Removal Tool 

 

Like TDSSKiller, Kaspersky Virus Removal Tool was created by Kaspersky Lab. This program 

performs similarly to Malwarebytes, providing a scanning software that does not offer active protection 

from viruses. Unlike TDSSKiller, this program will not specifically target rootkits and similar objects 

 

Begin by running the program “KVRT”. It will ask you to agree to their terms and conditions. Press 

“Accept”. 

 

 
 

While initializing, you may be presented with a screen that says that the program can’t load driver and 

that a reboot is required for better scanning. For the former, press “OK” and the latter “Continue”. After 

the program initializes, you will be presented a screen with an option to start the scan and change the 

settings. We will use the default settings. Select “Start scan”. 

 

 
 

If objects are detected during the scan, you will be presented with a screen asking how you would like to 

continue. Select “Neutralize all” at the top of your screen then select “Continue”. You will now be 

presented with a screen asking if you would like to restart your computer. Select the option below it and 

attempt to continue without restarting. 

 

The next program that we will use is Malwarebytes’ Junkware Removal Tool. 

 



Junkware Removal Tool 

 

 Created by Malwarebytes, Junkware Removal Tool specifically targets adware and potentially 

unwanted programs that the other software we have used sometimes miss.  

 

Begin by running the program “JRT”. A command line will open, similar to the one that opened when 

we ran Rkill. It will attempt to check for updates but will fail because we are not connected to the 

internet. If you agree to the terms and conditions applied, select the command line and press any key on 

your keyboard. 

 

 
 

It will begin to scan your computer. It may say that it is incapable of creating a backup at this time. If it 

does, you may press a key on your keyboard to continue. Once it finishes scanning, a text document will 

open describing the files that it has deleted. 

 

 
 

The next program that we will use is Adlice’s Rogue Killer. 

 

Rogue Killer 

 

 Rogue Killer was created by Adlice Software. It is a suite that is capable of neutralizing a wide 

arrange of threats. It does not contain an active detection system, however, and is only to be used as a 

way to remove viruses after you’ve obtained them. 

 

 

 

 



 

 

Begin by running the program “RogueKiller”. You will be asked if you agree to the terms and 

conditions. Select “Accept”. 

 

 
 

To begin the scan, press “Scan” under Options to the right of the screen. 

 

 
 

The scan may take a while to complete. After it does, you will be presented a popup screen asking you 

to consider buying the premium version of the software. You may close out of this. Now, go through 

each tab and select the programs that contain orange or red text. By default, most will be selected. 

 

 

 

 

 

 



Once you have finished selecting the programs, press the “Delete” button located directly under the Scan 

button we pressed earlier. This will remove the selected programs. 

 

 
 

The next program that we will use is Xplode’s AdwCleaner. 

 

AdwCleaner 

 

 Created by user Xplode from bleepingcomputers.com, AdwCleaner is an excellent program for 

removing adware, potentially unwanted programs, and programs that search through your internet 

browsing. 

 

After running the program, you will be shown a terms and conditions page. Read through this then select 

“I agree”. 

 

 
 

 

 

 



A screen will appear with the option to scan, clean, log, and uninstall the program. Select the first 

option, “Clean”, to begin the scan. 

 

 
 

Once finished, select “Cleaning”. By default all items that it detects will be selected. 

 

 
 

 

 

 

 

 

 



The next three screens that we will encounter will explain that all programs will be closed so that it can 

remove the viruses detected, provide information on how to keep from getting viruses, and explain that 

it needs to reboot the computer to finish making changes. Select “OK” to all three. 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

After your computer restarts, it will still be in safe mode. In the next section I will guide you through 

exiting it.  

 

Exit Safe Mode 

 

The computer is currently configured to automatically enter Windows Safe Mode every time it 

starts. To disable this, we need to revoke the changes that we made in msconfig. 

 

Start by pressing both the Windows key and “R” key on your keyboard at the same time while on your 

desktop. This will open a Run prompt. Now type “msconfig” and press enter. 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 



 

In the program opened, select the “Boot” tab. It will be the second tab from the top left of the program. 

 

 
 

Under “Boot options”, unselect the box that says “Safe boot”. This will allow Windows to boot 

normally. 

 

 
 

The program will close and you will be asked if you would like to restart your computer now. Select 

“Restart”. 

 

 
 

 



Process Analysis 
 

 In this, I intend to explain my reasoning behind running select programs before others. If you 

have followed this simply to remove a virus from your computer, this section will likely be of no use to 

you. 

  

 I began by making it so that Windows would always boot into safe mode because the programs 

that are being used will often need to restart the computer in order to remove the viruses. While it may 

have been quicker to tell them to hold the F8 key down while Windows is starting, it was easier and 

more reliable if I gave a method that would always work. 

 After Windows loaded I began by using Rkill to ensure no malicious programs were still runing 

on the computer. This program is intended to be used before removal programs as it stops many 

malicious processes that may manipulate the results in order to protect itself. I used a version with a 

modified file name for the same reason, making it less likely for a process to end the scan. 

 I then ran TDSSKiller to remove programs that may load if the computer is restarted while we 

are in the middle of scanning. It is primarily used to target rootkit programs. 

 CCleaner was used to reduce the files that the virus scanners would have to go through. This 

reduces the time that it takes for the removal process to be completed. 

 The scanning software (Malwarebytes, Kapsersky Virus Removal Tool, Junkware Removal 

Tool, RogueKiller, and Adwcleaner) can be ran in any order, but I chose the order that I felt was the 

quickest. Order does not matter for this section. 

 It is also worth noting that you wouldn’t have to run all of the programs listed if you knew what 

type of virus your computer was infected with and the programs that would get rid of it. There are also 

many other programs that could be used as a replacement for the ones that I have listed in this guide. 

 

 


